NudopmannonHas mnaMATKA sl 00yYAKOIIUXCH JJIsl pa3MelleHusi Ha
opunuanbubix UHTEpHET-pEecypcax

C KaXIbIM TOJOM MOJIOIC)KH B MHTEPHETE CTAHOBUTHCA OOJNbIIE, a MIKOJIbHUKU
OJIHM U3 CaMbIX aKTHUBHBIX IoJib3oBaTeneld PyHera. Mexny Tem, MOMUMO OrpOMHOIO
KOJINYECTBA BO3MOXKHOCTEH, UHTEPHET HECET U NMPOoOJIeMbl. DTa NaMATKa JI0JKHA [TOMOYb
Tebe 0e3011acCHO HaXOJAUTHCS B CETH.

KomnbroTepHbie BUPYCHI

KomnbroTepHblii BUpPYC - 3TO pPa3sHOBHUJIHOCTh KOMIBIOTEPHBIX MPOTPAMM,
OTJIMYUTENIBHON OCOOEHHOCTBIO KOTOPOHM SIBJISIETCS CIHOCOOHOCTh K pa3MHOXKeHHuio. B
JIOTIOJTHEHUE K 3TOMY, BUPYChl MOTYT MOBPEIUTh WJIM TOJHOCTbIO YHUUYTOXHTH BCE
(ailsibl ¥ JaHHBIE, TOJKOHTPOJIbHBIE NT0JIB30BATENI0, OT UMEHU KOTOPOIo ObLIA 3aIyIleHa
3apak€HHas Iporpamma, a TaKKe MOBPEIUTh WIM JlaXe YHUYTOXHUTb ONEPalMOHHYIO
CUCTEMY €O BcemH (QaiiiaMu B 1elOM. B OOJBIIMHCTBE CIIy4aeB pacHpOCTPaHSIOTCS
BUPYCHI Yepe3 UHTEPHET.

MeTozbl 32Tl OT BPEJOHOCHBIX IPOrpaMM:

1. Hcnons3yli COBpEMEHHBIE ONEPALIMOHHBIE CUCTEMBI, UMEIOIINE CEPbE3HBIN
YPOBEHB 3aIUATHI OT BPEIOHOCHBIX ITPOTPaMM;
2. [TocrostHHO ycraHaBiaMBal mayTH (UKMQpOBBIE 3aIUIATKH, KOTOpHIE

aBTOMATHYECKH YCTAaHABJIHMBAIOTCA C IeJIbI0 JIOpaOTKU MpOrpamMmbl) U JIpyrue
OOHOBIIEHHSI CBOEH OINepalnoHHON cucTeMbl. CKauyumBail UX TOJIBKO C O(HUIIHATBLHOTO
caiita paspaborunka OC. Ecnu cymiecTByeT pekUM aBTOMATHYECKOrOo OOHOBIICHUS,
BKJIIOYH €T0;

3. Paboraii Ha cBOeM KOMIbBIOTEpPE MOJ IpaBaMH IMOJb30BATENsd, a HE
aIMUHUCTpATOpa. ITO HE TMO3BOJMUT OOJBIIMHCTBY BPEIOHOCHBIX MPOrpPaMm
MHCTaJUIMPOBATHCS HA TBOEM NIEPCOHAIIBHOM KOMIIBIOTEPE;

4. Hcnonp3yli  aHTMBUPYCHBIE  IPOIpPaMMHBIE  NPOAYKTBI ~ H3BECTHBIX
MIPOU3BOJIUTENEH, C aBTOMAaTHUYECKUM OOHOBIIEHHEM 0a3;

5. Orpannub GU3NIECKHUI TOCTYN K KOMITBIOTEPY AJIsl TOCTOPOHHUX JIMII;

6. Hcnonp3yil BHEIIHHME HOCHUTENHM MH(OpPMAaLWHU, Takue Kak (Ielrka, TUCK
WK (pailsl U3 HHTEPHETA, TOJIBKO U3 MPO(EPEHHBIX NCTOUHUKOB;

7. He otkppiBail kKoMmbloTepHble (hailiabl, MOITYYEHHbIE M3 HEHAIEKHBIX

UCTOYHUKOB. [laxe Te (aiinbl, KOTOpBIE TpHCIaT TBOM 3HAKOMBINA. Jlydie yTouHU y
HEro, OTIPABJISLI JIU OH Tebe uX.

Cetu WI-FI

Wi-Fi- 5To He BU/ mepenauu JaHHBIX, HE TEXHOJIOTHUS, a BCETO JIMIIb OpeH 1, MapKa.
Eme B 1991 rony muaepnanackas kommanusi 3apeructpuponana openn « WECAY, uto
obo3navano cimoBocoderanue «WirelessFidelity», koropwlii  mepeBoaMTCS — Kak
«OecTpoBOIHASI TOYHOCTHY.

Jlo Hamiero BpeMeHHU Joluia Jpyras abOpeBuaTypa, KOTOpas SBISETCS TaKOW Ke
tTexHojoruei. Jto abbpeuarypa «Wi-Fi». Takoe Ha3zBaHWe OBLIO TaHO C HAMEKOM Ha
CTaHAapT BBICHIMI 3BYKOBOM TexHuku Hi-Fi, 4ro B mepeBome oO3Ha4aeT «BBICOKAs
TOYHOCTBY.

Jla, OecrnaTHBIi HMHTEPHET-IOCTYN B Kade, OTeNIX M a’dponopTrax SBIseTcs
OTJIMYHOW BO3MOYKHOCTBIO BBIXOJla B WHTEpHET. HO MHOTHE IKCHEepTHI CUUTAIOT, YTO
obmenoctymnubie Wi- Ficetn He sBIsAOTCSA 0€30MAaCHBIMHU.

CogetslI 110 O6e30macHOCTH pabote B o0menocTymHbix cersix Wi-fi:



1. He mepenaBaii cBoro nuuHyr uHpoOpManuio depe3 odmenoctymnabie Wi-
Ficetn. PaboTas B HUX, JKelaTeNbHO HE BBOAMUTH MApPOJH JIOCTYIA, JIOTUHBI U KaKUEe-TO

HOMeEpa;

2. Hcnonp3yii 1 oOHOBISN aHTHUBUPYCHBIE MporpamMmbl U OpanaMmayep. Tem
caMBbIM ThI 00€30MacHIlb ce0sl OT 3aKaYKW BUPYyCa HA TBOE YCTPONCTBO;

3. [Tpu ucnonb3oBanuu Wi-Fiotkmoun ¢yukmuio «OO0mwmii focTyn K (daiinam

U npuHTepam». JlanHas QYHKIUS 3aKphiTa 10 YMOJIYAaHUIO, OJHAKO HEKOTOPHIE
MOJI30BATEIN aKTUBUPYIOT €€ I y00CTBa UCIIOJIB30BAaHUS B paboTe WM yueoe;

4. He wucnonp3yit nyOonuunenidi WI-Flans mnepegaum naudHBIX  JaHHBIX,
HAIIPUMeEp JJIS BBIXOJIa B COIMMATLHBIC CETH WIIH B 3JIEKTPOHHYIO TIOUTY;

5. Wnone3yii Tonbko 3amuiieHHoe coenunenue depe3 HTTPS, a me HTTP,
T.¢. IpH Habope Beb-ampeca BBoAM UMeHHO «https://»;

6. B MmoOunpHOM Tenedone orkmoun ¢ynknuoo «llogkmrouenne k  Wi-
FiaBromatrueckn». He momyckaii aBTOMaTHYeCKOTO MOIKIIOYCHUS YCTPOHUCTBA K CETSIM
Wi-Fibe3 tBoero cormnacusi.

ConualibHbIe CETH

ConuasibHbIE CETH aKTUBHO BXOJST B HAIly JKW3Hb, MHOTHE JIIOJU PAaOOTAIOT U
KUBYT TaM IOCTOSIHHO, a B FacebooKyxke 3aperucTpupoBaH MHUJUIMAP] YEIOBEK, UTO
SIBJISIETCSI OJTHOM CE€IbMOM BCEX JKUTENEH IJIaHeThl. MHOTHE MOIb30BaTEIN HE HOHUMAIOT,
yT0 MH(pOpMAIKs, pa3MelleHHas WUMH B COIMAIBHBIX CETSIX, MOXKET OBITh HalJieHa U
HCIIOJIb30BaHa KEM YT'OJTHO, B TOM YHCJIE HE 005S3aTEeIBHO ¢ OJIariMu HaMEPCHHSIMH.

OcHOBHBIE COBETHI IO 0€30MACHOCTH B COLMAIBHBIX CETIX:

1. Orpanunysb criucok apy3eid. Y 1e0s B Ipy3bsSX HE JIOJDKHO OBITH CIIYYailHBIX
Y HE3HAKOMBIX JIIOJICH;
2. 3amuinaii CBO0 4acTHYIO Ku3Hb. He ykaspiBail mapomu, TenedoHsl, aapeca,

JaTy TBOETO POXKICHHUS M JPYTyIO JUYHYIO HHGOpMAIHiO. 3JI0YMBIIUIEHHUKH MOTYT
UCMOJb30BaTh Jake HH(MOPMALMIO O TOM, KaK Thl W TBOM POJAUTENH IJIAHUPYETE
MPOBECTU KAHUKYJIBI;

3. 3amuinai cBO penyTaiuio - Jep>KU €€ B YHCTOTE U 3a/1aBail cebe BOmpoc:
X0Ten Obl Thl, 4TOOBI JIpyrHe IMOJIb30BaTEeNIM BUIENIHU, UYTO ThI 3arpyxaems? [Tomymait,
IpPEX/e YeM YTO-TO ONMyOIMKOBATh, HAMMMCATh U 3arpy3UTh;

4. Ecnu Bl TOBOpHUILL C JIOABMH, KOTOPHIX HE 3Haelllb, HE MCIOJIb3YyH CBOE
peanbHOe UMS U PYTYIO JIMYHYI0 HH(OPMAIIUU: UM, MECTO )KUTEIbCTBA, MECTO y4eObl U
npoyee;

5. N30erail pasmemienus ¢ororpaduii B MHTepHeTe, riae Thl M300pa’keH Ha
MECTHOCTH, IO KOTOPOH MOKHO OIPENEIUTh TBOE MECTOIOJIOKEHHUE;

6. [lpu peructpamy B CONMATIBHOW CETH HEOOXOAMMO HCIIOJIb30BATh
CJIOXHBIE MAPOJIU, COCTOSIIINE U3 OYKB U UG U ¢ KOJTMYECTBOM 3HAKOB HE MEHee §;

7. Jns  coumanbHOM CceTHM, TOYTBI M JPYIMX CalTOB HEOOXOAMMO
UCTIOJNB30BaTh pasHble maposd. Torma ecnu TeOs B3IOMAKOT, TO 3JIOYMBIIUICHHUKU
10JIy4at JOCTYH TOJBKO K OJTHOMY MECTY, a HE BO BCE Cpa3sy.

DJIEKTPOHHBIE JEHbI U

DNEeKTPOHHBIE JEHBIM — O3TO OYeHb YIOOHBIM crocod miaTexed, OIHAKO
CYILLECTBYIOT MOILIEHHUKH, KOTOPHIE XOTAT MOJIYYUTh 3TH I€HBIH.

DONEKTPOHHbBIE JIEHbIM TMOSBHIMCH COBCEM HENABHO M HMMEHHO H3-3a 3TOr0 BO
MHOTHX TOCYJapcTBaxX 0 CUX MOpP HE MPOMKUCAHO PO HUX B 3aKOHAX.

B Poccun ke oHM (QyHKIMOHUPYIOT M O HHX YyXK€ MPOMHUCAHO B 3aKOHE, TJe HX
pa3feNsIoT Ha HECKOJIBKO BHUJOB - AHOHUMHBIE U HE aHOHMMHbIE. PazHuna B TOM, 4TO



QHOHMMHBIE - 3TO T€, B KOTOpPBIX pa3pelaeTcss MpPOBOAUTH omnepauuu Oe3
UACHTU(PUKALMK TOJIb30BATENsl, @ B HEAHOHUMHBIX HJICHTU(DHUKAIMU TOJIB30BATENS
ABIIAETCA 00sI13aTENbHOM.

Takxe cinenyer  pas3inyaTh  JJIEKTPOHHbIE  (uaTHble  JEHBI'M  (paBHBI
rOCYy/IapCTBEHHBIM BaJIOTaM) U DJIEKTPOHHBIE HepUaTHbIE [EHbI'M (HE paBHBI
rOCy/IapCTBEHHBIM BAIIOTaM).

OCHOBHBIE COBETHI 110 0€30MacHON PaboTe € AAEKTPOHHBIMU JICHbIAMHU:

1. [TpuBsokH K cueTy MOOMIBHBIN TeledoH. ITO caMblii yIOOHBIN U OBICTPHIT
croco0 BOCCTAHOBUTH JOCTYN K cyeTy. llpuBsi3aHHbIil TeraedoH IMOMOXKET, €clu
3a0yielb CBOM MIaTEKHBIN apoib UM 3aliIeIb Ha CAlT C HE3HAKOMOTI'0 YCTPOWCTBA;

2. Hcnonp3yit omHopa3oBble maponu. llocie mnepexoma Ha yCUIICHHYIO
aBTopu3anuio Tebe yxke He OyneT yrpoxkaThb ONAacHOCTh KpaXXd WM TepexBaTa
IUIATEKHOTO MapoJIs;

3. Bribepu cnoxubiii mapons. IlpectynHukam OyneT He MpoOCTO yraaarhb
CJIOXHBINA Taposb. HajexxHble mapoiu — 3TO Mapoyik, KOTOpbIe COJEp:KaT He MeHee §
3HaKOB M BKIIIOYAIOT B Cce€Osl CTPOYHBIE W MPOMHCHBIE OYKBBI, MU(PPHI U HECKOJIHKO
CUMBOJIOB, TaKH€ KaK 3HaK J10Ji1apa, yHTa, BOCKJIMLATEIbHBIA 3HAK U T.I1.

4. He BBOM cBOM TMYHBIE TaHHBIC HA CaiiTaX, KOTOPHIM HE JIOBEPSCIIIb.
DJIeKTpOHHAs IMOYTa
OJIEKTpOHHAs MOYTa — 3TO TEXHOJOTHUS M NPENOCTaBISIEMBbIE €10 YCIYTd IO

NEPECHUIKE M TMOJIYYEHHIO 3JEKTPOHHBIX COOOIIEHHM, KOTOpbIE pacHpelessitoTcs B
KOMIBIOTepHOU ceTu. OOBIYHO SJEKTPOHHBIN MOYTOBBIA SIIUK BBITJISAIUT CIEIYIOIIIM
o0pa3oM: uMs_TOJIb30BaTENA(@UMSL_TTOMeHa. Takke KpoMe Teperayd MpOCTOro TEKCTa,
MMeeTCsl BO3MOXKHOCTh Nepe1aBaTh (Pailsibl.

OcCHOBHbIE COBETHI 10 0€30MacCHON paboTe ¢ JIEKTPOHHOU MOYTOM:

1. Hano BwIOparh mnpaBWIBHBIA TOYTOBBIM cepBHC. B uHTepHeTe ecTh
OTPOMHBIN BBIOOP OECIIIIATHBIX MMOYTOBBIX CEPBHCOB, OJHAKO JyYIlle IOBEPSATh TE€M, KOTO
3HaelIb U KTO NEPBBII B PEUTHHTE;

2. He yka3piBaif B nuuHOM mouTe JUYHYI0 wHpopMaruio. Hanpumep, mydie
BBIOpATh «MY3bIKaNbHBIN _(paHat@» nnn «pok2013» BmecTo «temal3y;

3. Hcnonp3yll JBYXATanHYK aBTOPHU3ALMI0. OJTO KOrjga IOMHMO MNapos
HY’KHO BBOJMTD KOJI, MpUchbuIaeMblil o SMS;

4. Br16epu cioxHbIi napoinb. [ KaXa0ro mo4ToOBOTO SIIMKA JOJKEH OBITh
CBOW HAJEKHBIM, YCTOMYUBBIN K B3JIOMY I1apOJib;

5. Ecnn ectp BO3MOXKHOCTH HamuMcaTb CaMOMY CBOM JIMYHBIM BOIPOC,
HCIIOJIb3YH 3TY BO3MOKHOCTB;

6. Hcnone3yii HECKOJIBKO IIOYTOBBIX SIIUMKOB. [lepBeli 1 4yacTHOM

MNEPECNUCKU C aapecaTtaMr, KOTOPbIM Thbl JOBCPSACHIb. 9T0 3J'ICKTPOHHI)II>1 aapec HC Hago
HCIIOJIB30BAaTh IIpHU PETUCTPALINU HA (bopyMax nu caﬁTax;

7. He otkpsiBaii (aiinbl M apyrue BIOKEHUS B MUCbMax JaKe €CIIM OHU
NPUIIUIKA OT TBOUX JIpy3eil. Jlydie yTouHH y HUX, OTIIPABIISUIN JIM OHU TeOe 3TH (hailiibl;
8. [Tocne oxoH4aHus pabOTHl HA MOYTOBOM CEpPBHCE MEpel] 3aKPbITUEM

BKJIAJIKU C CAaliTOM He 3a0y/1b Ha)xaTh Ha «BBIATHY.

KubepOymuHr uian BUpTyaIbHOE U3AEBATEIBCTBO

KubepOynnuHr — mpecieoBaHUEe COOOIICHUSAMH, COAEPKAIUMH OCKOPOJICHUS,
arpeccHio, 3alyTMBaHWE; XYJIHWTAaHCTBO; COLMAIbHOE OOMKOTHPOBAHWE C TOMOIIBIO
Pa3IUYHBIX HHTEPHET-CEPBHUCOB.

OcHOBHBIE COBETHI IO 00pbHOE ¢ KHOEPOYIIIMHTOM:



1. He Opocaiicst B 60ii. Jlyumuii crioco0: mMOCOBETOBAThCS KaK ce0si BECTH H,
€CIIM HET TOTr0, K KOMY MOYKHO OOpaTHThCS, TO BHaYaje YCIOKOUTHCSA. Eciu Thl HaYHENTh
OTBEYaTh OCKOPOJEHUSIMU Ha OCKOPOJEHHUS, TO TOJBKO e€Ile OOJIbIIEe Pa30XKKEIIh

KOH(JIUKT;

2. VYrpaBnsii cBoei KuOeppemyTaluei;

3. AHOHUMHOCTh B ceTu MHHUMas. CylIecTBYIOT CHOCOOBI BBISICHUTB, KTO
CTOUT 3a aHOHUMHBIM aKKayHTOM;

4. He crtoutr BecTH Xymuranckuii oOpa3 BUPTyaJIbHOW >KM3HHU. MHTEpHET
dbukcupyer Bce TBOM JEHCTBUS M COXpaHseT HX. YJanuTh HX OyAer KpaiiHe
3aTPYIHHUTENBHO;

5. Coburonait cBOM BUPTyaIbHYIO YECTh CMOJIOAY;

6. Urnopupyit  enuHuyHblid  HeratuB. OaHOpa3oBble  OCKOPOUTEIBbHbBIE

coo0IIeHus Jydlie UTrHopupoBaTh. OOBIYHO arpeccusi MpeKpalmlaeTcs Ha HadallbHON
CTa VM,

7. ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMH COOOIICHUSIMH, B
COIIMANIBHBIX CETSIX €CTh BO3MOXXHOCTh OJIOKMPOBKH OTHIPAaBKH COOOIIEHUN ¢
OTIPE/ICIICHHBIX aJIPECOB;

8. Ecnu TB1 cBUaeTens kubepOyuMHra. TBOM JEHCTBUSA: BBICTYNUThH NMPOTHB
npeciefoBarenis, IOKa3aTb €My, YTO €ero JCWCTBHS OLIEHUBAIOTCS HETaTHUBHO,
MOJIJIEPKATh KEPTBY, KOTOPOU HY)KHA TICUXOJOTUYECKAsi TOMOIIb, COOOIIUTH B3POCIIBIM
0 (aKTe arpeCCUBHOIrO MOBEACHUS B CETH.

MoOwibHBIN TenedoH

CoBpemeHHble cMapT(hOHBI W TUIAHIIETHI COJEp’KaT B cebe BIIOJIHE B3POCIBIN
(GYHKITMOHAJI, U TETIEpPbh OHU MOTYT KOHKYPHPOBATh CO CTAIIMOHAPHBIMUA KOMIIBIOTEPaMHU.
OnHako, CpeaCTB 3alIUTHI IS TIOJOOHBIX YCTPOUCTB MOKAa OYeHb MaJlo. TecTupoBaHUE U
IIOMCK YSI3BUMOCTEN B HUX IMPOMCXOJIUT HE TaK MHTEHCUBHO, Kak jist 1IK, To xe camoe
KacaeTcsi U MOOMJIbHBIX IPUIIOKESHUH.

CoBpeMEcHHBIC MOOWJIBHBIE Opay3ephl YXe MPaKTUYCCKU JOTHAIM HACTOJIbHBIC
aHaJIOTH, OJHAKO paciupeHue (QyHKIHOHAIA BJIEUET 32 CO00i OOJNBIIYI0 CIOXKHOCTh H
MEHBIIYIO 3aIIUIIEHHOCTb.

Jlaieko HE BCEe TPOW3BOJUTEIM BBIMYCKAIOT OOHOBIICHUS, 3aKPbIBAIOIIUC
KPUTHUYCCKHUE YSI3BUMOCTH JIJISl CBOMX YCTPOMCTB.

OCHOBHBIE COBETHI JUIsI 0€30IMACHOCTH MOOMILHOIO TesedoHa:

2. Huuero He siBnsieTcs mo-HacToseMy OeciuiaTHBIM. byb 0CTOpOXKEH, Bellb
Korja Tede mpeaiararoT OSCIUIATHBIM KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHE-TO
IUTATHBIE YCITYTH;

3. Hymaii, npexxne yem otnpaBute SMS, hoTo niu Buneo. Thl TOYHO 3HaACHIb,
r7ie OHU OyAyT B KOHEUHOM UTOre?

4. Heo6xoauMo 0OHOBIIATH ONEpallMOHHYIO CUCTEMY TBOETO cMapTQoHa;

5. Hcnonp3yii aHTUBUPYCHBIE TIPOTPAMMBI 17151 MOOMIIBHBIX TeJIE(OHOB;

6. He 3arpysail npuioxeHus OT HEU3BECTHOI'O MCTOYHMKA, BEIb OHU MOTYT
COJIep>KaTh BPEJOHOCHOE MPOrpaMMHOE 00ecTIeueHueE;

7. [Tocne TOro Kak ThI BBIAJCIIB C CaiiTa, TJe BBOAUI JUYHYIO WH(OpMAIIHIO,
3aiiin B HACTPOWKH Opay3epa u ynanu CooKies;

8. [Teproauuecku mpoBepsii Kakue TUIaTHBIE YCIYTH aKTUBUPOBAHbI HA TBOEM
HOMEDE;

9. JlaBaif cBOif HOMEpP MOOMJIBHOTO Tene(OHa TOJBKO JIOASM, KOTOPBIX ThI

3HAeIllb U KOMY IOBEpsCILb;



10. Bluetoothmomken OBITH BBIKIIOYEH, KOTJAa Thl UM HE TONB3yembcs. He
3a0bIBail MHOT/1a IPOBEPSITH ITO.

Onlineurpsr

CoBpeMeHHbIE OHJIAWH-UTPBI - 3TO KPAacOYHbIE, 3aXBAaTHIBAIOILME pa3BICUYCHMUS,
00BEeIMHSIONINE COTHU THICSY YEJIOBEK MO0 BceMy MUpy. Urpoku vcciaenyroT JaHHbBI UM
MHUp, OOIIAIOTCS JPYr C JPYrOM, BBINOJHSIOT 3aJaHMsl, CPaKaloTCi C MOHCTpPaMU U
[OJIy4alOT OMNBIT. 3a YAOBOJBCTBUE OHM IUIATAT: MOKYNAIOT JHUCK, OIJIAYMBAIOT
a0OHEMEHT WJIM IPUOOPEeTAIOT KaKUe-TO OIIUH.

Bce atu cpenctBa MayT Ha HOJJEep)KaHUE M PAa3BUTHE HUIPHI, a TAKKe Ha camy
0€30MMaCHOCTh: COBEPIIEHCTBYIOTCSI CUCTEMBI ABTOPU3ALIMH, BBIITYCKAIOTCS HOBBIE MaTYU
(undpoBbIe 3aIUIATKH 711 IPOrPaMM), 3aKpbIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B 1nonoOHBIX Urpax CTOMT OMacaThCsi HE CTOJIBKO CBOMX COINEPHHUKOB, CKOJIBKO
Kpasky TBOETO NapoJis, Ha KOTOPOM OCHOBaHa CHCTEMa aBTOPHU3alMK OOJIBIINHCTBA UTP.

OcHOBHBIE COBETBHI IO 0€30MACHOCTH TBOEI'O UTPOBOTO aKKAYHTA!

1. Ecnu ppyroit urpok Benmer ce0s IUIOXO WIH CO3AaeT Tebe HEMPHUSITHOCTH,
3a0JIOKHPYH €T0 B CIIHCKE UTPOKOB;

2. [Toxanylics aiMHUHUCTPATOPaM UIPHI Ha IUIOXOE MOBEJECHHUE 3TOI0 UIPOKa,
JKEJIaTeJIbHO MPHUJIOKUTh KAKAE-TO JI0KA3aTEIbCTBA B BUJIE€ CKPUHOB,;

3. He yka3piBait muanyro uHbOpMaIuio B mpodaiiie urpsr;

4. VYBaxai Ipyrux y4aCTHUKOB 110 UTPE;

5. He ycranaBnuBaii HeopuiuaabHble TaTYH U MO/IBI;

6. Hcnonb3yil CI0KHBIE U Pa3HbIE TAPOJIN;

7. Jlaxe BO BpeMsi UTPbl HE CTOUT OTKJIIOYaTh aHTUBHpYC. [loka Thl urpaeuisp,

TBOUW KOMITBIOTEP MOTYT 3apa3uTh.

OUIMHT Kpaska TUIHBIX TaHHBIX

OOBIYHOM Kpakel JeHEer W JIOKYMEHTOB CErOJlHSl YK€ HUKOTO HE YJUBHUIIb, HO C
pa3BUTHEM WHTEPHET-TEXHOJIOTHI 3JIOYMBIIIUICHHUKH TEPEMECTHIINCh B HHTEPHET, U
MPOIOJDKAIOT 3aHUMATHCS «TFOOUMBIMY JIEIIOM.

Tak mosiBUIach HOBasl yrpo3a: MHTEPHET-MOIICHHUYECTBA WU (DUIITUHT, TJIaBHAS
1[eJIb KOTOPOTO COCTOUT B TMOJYYCHHH KOH(MUIIEHIIMATHHBIX JaHHBIX IMMOJIb30BATENICH —
JIOTMHOB U mapoJeii. Ha anrnwmiickom si3bike phishinguuraercs kak ¢ummnr (ot fishing—
pBIOHAS JTOBJISA, PASSWOrd— maposib).

OcCHOBHBIE COBETHI 10 00pHOE ¢ PUITHHTOM:

1. Cneaun 3a cBOMM akkayHTOM. Ecnmu Thl moj0o3peBaciib, YTO TBOS aHKeTa ObLIa
B3JIOMaHa, TO HEOOXOJMMO 3a0JIOKUPOBATh €€ W COOOIIUTH aJMUHHUCTpATOpaM pecypca
00 3TOM KaK MO>KHO CKOpee;

2. Hcnonp3yii OezonacHbie BeO-CaliThl, B TOM YHCIE, HHTEPHET-MarasuHoB U
ITOMCKOBBIX CUCTEM;
3. Hcnonw3yil cinokHble M pa3Hble Mapoiu. TakuM oOpa3zom, eciau TeOs

B3JIOMAIOT, TO 3JIOYMBIIIJICHHUKH TOIYYaT JOCTYH TOJBKO K OJTHOMY TBOEMY IMpPOQUIIIO B
CETH, a HE KO BCEM;

4. Eciu Tebst B37a0Manu, TO HEOOXOAMMO MpPEeAyNpelnuTh BCEX CBOUX
3HAKOMBIX, KOTOpbIE N00aBIE€HBl y TeOs B APY3bsAX, O TOM, 4YTO Teds B3IOMAld H,
BO3MOKHO, OT TBOETO MMEHH OYIET pacchbUIaThCsl CMaM W CCHUIKM Ha (PUIITMHTOBBIC
CaWTBhI;

5. VYcranosu HaznexHslit mapoib (PIN) Ha MoOuibHbI TenedoH;

6. OTkmI04M coXpaHeHue mapoJs B Opaysepe;



7. He otkpeiBaii (aiinsl m apyrue BIIOKEHHS B MUChbMax Jake €CIIM OHHU
NPULUIM OT TBOUX JIpy3ei. Jlydle yTOUHM y HUX, OTIIPABIISUIN JIU OHU TeOe 3TH (ailibl.

[Hudposast penyranus

[udpoBas penyranus - 3TO HEraTWBHAas WIM MO3UTUBHAsA MH(OpPMAaLUsS B CETU O
tebe. KommpomeTupytomas nHpopmanus pa3MelieHHass B MHTEPHETE MOXKET CEPhE3HBIM
o0pa3oM oTpa3uTbcd Ha TBOEH peanbHOU ku3HU. «l{udpoBas penyranus» - 3To TBOU
UMUK, KOTOpBIH (hopMupyeTcst u3 uHdopmanuu o Te0e B MHTEPHETE.

TBoe MecTo XHUTEIbCTBa, y4ueObl, TBO€ (PMHAHCOBOE IOJIOKEHUE, OCOOEHHOCTU
XapakTepa U paccKas3bl 0 OJM3KUX - BCE ATO HAKAIJIMBAETCS B CETH.

MHorue mNOAPOCTKH JIETKOMBICIEHHO OTHOCATCS K MYyONMKauuu JUYHON
uHpopmanuu B MHTepHeTe, He MOHMMas BO3MOXHBIX HociencTBuil. Tel naxe He
CMOXeEIllb J0rajgaTbCsi O TOM, 4TO Qororpadus, pa3MmelleHHass S5 JeT Ha3aj, cTajia
NPUYMHOM OTKa3a MpUHATH T€0s Ha paboTy.

Kommenrtapuu, pasmemienue TBoux ¢(otorpaduit U apyrue ASHCTBHS MOTYT He
MCYE3HYTh JaXke IOCJIE TOro, KaK Thl UX yAaJWlIb. Thl HE 3HAellb, KTO COXPAHMI 3Ty
uH(}OpPMaIINIO, TOTaja JIU OHA B IOUCKOBBIE CUCTEMBI M COXpPaHWJIaCh JIM OHA, a TJIABHOE:
YTO MOJAYyMalOT O Tebe OKpy’Karolllee JIIOAH, KOTOpble HaWayT W yBUAAT 3To. Haiitu
UH(POPMALIMIO MHOTO JIET CITYCTS CMOXKET JIF00O0H - KaK U3 JOOPBIX MOOYXIEHHH, TaKk U ¢
HaMepeHUeM MPUUYUHUTH Bpea. ITO MOXKET OBITh KTO YTOJTHO.

OCHOBHBIE COBETHI IO 3aIIUTE LU(PPOBOI penyTalnu:

1. [Toxymait, mpexxsie yeM yTo-TO IMyOIMKOBATh U NepeaaBaTh y cedst B Oyiore
WIH B COLMAJIBHOM CETH;

2. B Hacrtpoiikax mnpoduiis yCTaHOBH OIpaHUYEHUS HA IPOCMOTP TBOETO
npo(dUiIs U ero CoAEPKUMOro, CeNail €ro TOABKO «JUIsS Apy3ei»;

3. He pa3memait u He ykasbiBail mHGOpMAIMIO, KOTOpask MOXKET KOTro-JM0o
OCKOPOJISATH MK OOMKATh.

ABTOpCKOE ITpaBo

CoBpeMeHHbIE IIKOJIBHUKN - aKTUBHBIE MOJIb30BATEIN LU(POBOrO MPOCTPAHCTBA.
OpHako anexko He BCe 3HAIOT, YTO MOJIb30BAHWE MHOTMMHU BO3MOXHOCTSIMHU LIU(POBOTO
Mupa TpedyeT cOOM0AEHHS MPaB Ha HHTEIUIEKTYaIbHYI0 COOCTBEHHOCTb.

TepMHUH «UHTEMIEKTYyadbHasi COOCTBEHHOCTh» OTHOCUTCS K PA3JIMYHBIM TBOPEHUSM
YeJIOBEUECKOr0 yMa, HayMHas C HOBBIX H300pETeHHMH M 3HAKOB, O0O3HAUYAIOLIMX
COOCTBEHHOCTh Ha MPOAYKTHI M YCIYI'H , W 3aKaHUMBas KHUTaMmH, (oTorpadusimu,
KUHO(UIbMaMU U MY3bIKaJIbHBIMU MPOU3BEICHUSMHU.

ABTOpCKHE TMpaBa - 93TO NpaBa Ha MWHTEJUICKTYyaJbHYI0O COOCTBEHHOCTH Ha
NPOU3BEACHHUSI HAyKH, JIUTEPATYpbl M HUCKYCCTBAa. ABTOPCKHE IpaBa BBICTYNAIOT B
KayecTBE TapaHTHUU TOTO, YTO HMHTEJUICKTYaJbHBIN/TBOPUYECKUN TPYJ aBTOpa He OyAeT
HAIPACHBIM, JIACT €My CIIPaBEJIMBBIE BO3MOKHOCTH 3apadoTaTh Ha pe3yjbTaTax CBOETO
TpyAa, NOTYyYUTh U3BECTHOCTh U Mpu3HaHue. Hukto Oe3 paspemieHust aBTopa HE MOXKET
BOCIIPOU3BOJIUTH €T0 IPOU3BEIEHUE, PACIpPOCTPAaHATh, MyOIMYHO JEMOHCTPUPOBATH,
npojaBaTh, HMMIOPTUPOBaTh, MyckaTb B  NOpOKaT, NyOJMYHO  HMCIOJHSTH,
NOKa3bIBATH/UCMIONHATH B 3(hupe uin pazmeniats B MaTepHeTe.

Hcnonp3oBaHue «IUPATCKOT0» MPOrPAaMMHOIO O0ECTIEYeHHS MOKET MPHBECTH K
MHOTMM pHCKaM: OT MOTEPU JAaHHBIX K TBOUM aKKayHTaM A0 OJIOKUPOBKU TBOETO
YCTpOICTBA, IJle YCTAHOBJICHHBIN HE JierajibHas nporpaMma. He cTouT Takxke 3a0bIBaTh,
YTO CYIIECTBYET JIETaJIbHbIE U O€CITIaTHBIE IPOIPAMMBbI, KOTOPbIE MOKHO HAlTH B CETH.

O nopraie



Cerenuok.pd) - TBOW TIJIABHBIA COBETYMK B CETHU. 3J€Ch Thl MOXEIIb Yy3HaTb O
0€30I1aCHOCTH B CETU IOHATHBIM M JOCTYIHBIM $I3bIKOM, @ IpPH BO3HUKHOBEHHH
KPUTHYECKOU CUTYallMM OOPAaTUTHCA 32 COBETOM. A TaK)K€ MPUHATh YYaCTHE B KOHKYpCax
U CTaTh CaMbIM IIU(POBBIM I'PaXKTAHUHOM!






